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Useful links
Name Link
CAPI Swagger Ul https://api.ajax.systems/swagger-ui/#/

CAPI Swagger YAML  https://api.ajax.systems/api/swagger.yaml

Sync calls (REST)

CAPI exposes set of REST calls that allow to manage the data.
List of all the latest available calls is provided as Swagger Ul page:https://api.ajax.systems/swagger-ui/#/

Also there is Swagger specification in YAML format the can be found here:https://api.ajax.systems/api/swagger.yaml|

swagger-codegen

Swagger provides a tool that allows to generate a client for almost any programming language based on provided specification.
Link to the project:https://swagger.io/tools/swagger-codegen/

The command to generate basic Java client may look like:

Generate Java Client

swagger - codegen generate -i https://api.ajax.systens/api/swagger.yam -|I
java -0 capi-java-client

This will generate a new project with different build systems provided - gradle, maven, sbt etc.

Async calls (events and state updates)

SQS

CAPI uses Amazon SQS (Simple Queue Service) for pushing events/updates information to the clients.

Integration queues


https://api.ajax.systems/swagger-ui/#/
https://api.ajax.systems/api/swagger.yaml
https://api.ajax.systems/swagger-ui/#/
https://api.ajax.systems/api/swagger.yaml
https://swagger.io/tools/swagger-codegen/

Here is a list of available for integration queues.

Queue Name Region Description
ajax-events-<IntegrationlD>-prod.fifo eu-west-1 Events (alarms and other important notifications)
ajax-updates-<IntegrationID>-prod.fifo eu-west-1 State updates
Credentials

AWS AccessKey/SecretKey pair is used to access SQS. The values should be provided to the client by email.

Keys rotation
Please keep in mind that AccessKey/SecretKey pair may be rotated. New keys will be provided before the old ones get expired.

Subscription

There are few ways to subscribe to the SQS queue using Amazon official client library - Native and JMS.
Official code examples can be found here:
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/examples-sgs.html

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/code-examples.html

Native
There is a Java library that provides all the required functionality for receiving SQS messages from the queue.

1. Import the library to your project:

pom.xml

<l--
https://nmvnrepository.confartifact/com amazonaws/ aws-j ava- sdk-sqs
-->
<dependency>
<gr oupl d>com amazonaws</ gr oupl d>
<artifactld>aws-java-sdk-sqgs</artifactld>
<versi on>_versi on_</versi on>
</ dependency>

All the available versions can be found here -https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-sgs
2. Use simple code snippet to start receiving messages:

TestMessageReceiver.java

public class Test MessageRecei ver {
public static void main(String[] args) {
String region = "eu-west-1";
/]l TODO specify correct queue nane


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/examples-sqs.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/code-examples.html
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-sqs

String queueName = "aj ax-<name>-events-deno.fifo";

/1 Creating credentials fromaccessKey/secretKey pair
/'l Use accessKey/secretKey val ues provi ded by A ax
Basi cAWSCr edential s credentials = new Basi CAWSCr edenti al s(
"accessKey",
"secret Key"

)

AWESt ati cCredenti al sProvi der credenti al sProvider = new
AWSSt ati cCredenti al sProvi der(credential s);
AmazonSQS sqs = AnmazonSQSC i ent Bui | der. st andar d()
.withCredential s(credenti al sProvi der)
. Wi t hRegi on(regi on)
.build();

/1 Getting queueUrl to connect
String queueU |l = sgs.get Queuelr!| (queueNane). get Queuelrl ();
while (true) {
Recei veMessageRequest recei veRequest = new
Recei veMessageRequest (queuelr )
. Wi t hMaxNunber O Messages(10)
. W t hWai t Ti mneSeconds(20);

Li st <Message> nessages =
sgs. recei veMessage(recei veRequest) . get Messages() ;

if (messages.isEnpty()) {
conti nue;

}

Systemout. println("Received nmessages: " + nessages);

/'l Deleting received and processed nessages fromthe
queue
Li st <Del et eMessageBat chRequest Entry> del eteEntries =
nessages. strean()
. map(nessage -> new
Del et eMessageBat chRequest Ent r y( nessage. get Messagel d(),
nessage. get Recei pt Handl e()))
.collect(Collectors.toList());

Del et eMessageBat chRequest del et eRequest = new
Del et eMessageBat chRequest (queuelr|)
.WithEntries(del eteEntries);
Li st<Bat chResultErrorEntry> failed =
sgs. del et eMessageBat ch(del et eRequest) . get Fai | ed() ;

[l Checking if there is any issue with deleting
nmessages



if (!failed.isEmty()) {
Systemout.printin("Failed to del ete next nessages:
" + failed);
} else {
Systemout. println("Successfully deleted all the
nessages. ") ;

}



3. After running the code you should start seeing messages if any come to the queue.

JMS

Amazon also provides a way to work with SQS using JMS binding.

1. Import the library to the project:

pom.xml

<l--
https://nvnrepository.confartifact/com amazonaws/ amazon-sqgs-j ava- ne
ssaging-lib -->
<dependency>
<gr oupl d>com amazonaws</ gr oupl d>
<artifactld>amazon-sqs-java- nessagi ng-1lib</artifactld>
<versi on>_versi on_</versi on>
</ dependency>

All the available versions can be found here -https://mvnrepository.com/artifact/com.amazonaws/amazon-sqs-java-messaging-lib
2. Use simple code snippet to start receiving messages:


https://mvnrepository.com/artifact/com.amazonaws/amazon-sqs-java-messaging-lib

TestdmsMessageReceiver.java

public class TestJnsMessageRecei ver {
public static void main(String[] args) throws Exception {

String region = "eu-west-1";
[l TODO specify correct queue nane
String queueName = "aj ax- <name>-events-deno.fifo";

/1 Creating credentials fromaccessKey/secretKey pair
/'l Use accessKey/secretKey val ues provi ded by Aj ax

Basi cCAWSCr edential s credentials = new Basi CAWSCr edent i al s(
"accessKey",
"accessKey"

)

AWESt ati cCredenti al sProvi der credenti al sProvider = new

AWSSt ati cCredenti al sProvi der(credential s);

SQSConnect i onFact ory connecti onFactory = new
SQSConnect i onFact or y(

new Provi der Confi guration(),
AmazonSQSC i ent Bui | der. st andar d()

.wi thCredential s(credenti al sProvi der)
. W t hRegi on(r egi on)

),

SQ@SConnecti on connection =
connecti onFactory. creat eConnection();

Sessi on session = connection. createSession(fal se,
Sessi on. AUTO_ACKNOWLEDGE) ;

Queue queue = session. creat eQueue( queueNane);
MessageConsuner consumer = session. creat eConsuner (queue);

consuner . set Messageli st ener (nessage ->
Systemout. println("Recei ved nessage: " + nessage));

connection.start();

3. After running the code you should start seeing messages if any come to the queue.

Data Transfer Model

Messages in events/updates queues have application/json type. The models for those messages defined inswagger.yaml.

There are two models there:

1. IntegrationEvent - model that is published intoajax-{name}-events-prod.fifo queue.IntegrationEvent is async event with metadata which
notify client about alarm/malfunction/arming or other types of events generated by hub that is associated with client service users



IntegrationEvent + |

userId string ($hexé4)
hubId string ($hex64)
hubName string
sourceld string
sourcelame string
code string
sourceRoomName string
type string
Enum:

~ [ ALARM, ALARM RECOVERED, MALFUNCTION, FUNCTION RECOVERED, SECURITY, COMMON, USER, LIFECYCLE ]

Where:

userld - ajax user that is associated with your service

hubld - ajax hub that associated with the user

sourceld - id of the event source (device or other ajax entity)

sourceName - user-defined name ofthe event source e.g. "entrace door protect"

sourceRoomName - name of the room which contains source object, like "garage". Can be null if event source is not attached to room
(like user or hub)

code - event code like "M_01_20" witch means "Door protect reed open". See APPENDIX A for event codes translation sample.

type - event type. Examples:
ALARM, ALARM_RECOVERED - like door protect reed was opened/closed
MALFUNCTION, FUNCTION_RECOVERED - like sensor battery low/ battery ok
SECURITY - hub/group was armed/disarmed

COMMON - like walls witch was on/of

USER - like user was added/removed

LIFECYCLE - like sensor/room, was added/removed

EXAMPLE
{ "userld" : "634FDCAF", "hubld" : "OO000AEO1l", "hubNane"
"0000AEO1", "sourceld" : "OOO0OAEO1", "sourceNane" : "Pajanma_Enota",
"type" : "FUNCTI ON_ RECOVERED', "code" : "M 21 05", "sourceRoomNane"
null }

This information should be sufficient for your service to send natifications for clients instantly, or enrich/ignore it on your side.

2. IntegrationUpdate -model that is published intoajax-{name}-updates-prod.fifo queue. IntegrationUpdate indicates that hub associated
with service user have an update.

IntegrationUpdate + |
id

string($hexed)

userId string(Shex6d)
hubTd string($hex6d)
updates
v
H
type string

Enum:

“ [ Hub, User,
FireProtectPlus,
HomeSiren ]

Group, Room, Camera, DoorProtect, MotionProtect, FireProtect, GlassProtect, LeakProtect, MotionProtectCurtain, RangeExtender, CombiProtect,
Keypad, SpaceControl, MotionProtectPlus, DoorProtectPlus, UniversalDevice, Transmitter, Socket, WallSwitch, Relay, MotionProtectOutdoor, StreetSiren,

Where:

id - id of the updated object (device or other ajax entity)
userld - ajax user that is associated with your service
hubld - ajax hub that is associated with user

type - type of the updated object (hub, sensor, user etc.)

updates - what exactly was updated. structure of single update is field name and value. Like
name:"new object name"

or

temperature:25

EXAMPLE:

{"type":"Hub","id":"0000AEOL", "updat es": {"averageNoi se": - 82}, "user
d": " 634FDCAF", "hubl d": "0000AE01"}

You can send this data to user if it's online, or mark that user's hub structure was changed and this will force user client to update all
structure using https calls



It means that if there is a client or model classes generated from swagger.yaml then next code snippet helps to understand how to get model
object from the message payload:

1. Native
MessageDeserialize
hj ect Mapper obj ect Mapper = new Obj ect Mapper ()
.configure(DeserializationFeature. FAIL_ON UNKNOAN PROPERTI ES,
fal se);
sgs. recei veMessage(recei veRequest) . get Messages() . f or Each(nessage ->
{
try {
I nt egrati onEvent event =
obj ect Mapper . readVal ue( message. get Body(), IntegrationEvent. cl ass);
Systemout. println("Received event: " + event);
} catch (Exception e) {
Systemout.println("Failed to process nessage " + e);
}
1)
2. JMS

JmsMessageDeserialize

(bj ect Mapper obj ect Mapper = new Cbj ect Mapper ()

.configure(DeserializationFeature. FAl L_ON_UNKNOAN PROPERTI ES
fal se);

consurmer . set Messageli st ener (nmessage -> {
try {
i f (nessage instanceof TextMessage) {
String payload = ((Text Message) nessage). get Text ();
I nt egrati onEvent event =
obj ect Mapper . readVal ue( payl oad, |ntegrati onEvent. cl ass);

Systemout. println("Received event: " + event);
}
} catch (Exception e) {
Systemout.println("Failed to process nessage " + e);
}
IDE



APPENDIX A - Event codes translation

Here is an example of event codes translation for EN locale in json format but we can provide translations in a big variety of languages and
formats.

Placeholders are

"M_01_20": "%3$s: open, %1$s in %2$s",

M -signal type, the static parameter for all signal and doesn't change.

01 - device type. More detailed at APPENDIX B

20 - event signal "open"-description is contained in each event

%3 - hub name

%1 - event source object name (e.g. sensor name)

%?2 - event room name

"M O01_20": "9%3$s: open, %$%s in X@$s",

"M 01 21": "98%s: closed, %%$s in 9$s",

"M O01_22": "938$s: external contact open, %$s in %@$s",

"M 01 _23": "9%8%s: external contact closed, %$s in %®@$s",

"MO01 24": "9%8%s: alarmis detected, roller shutter %d$s in %2%s",

"M 01 _25": "9%8%s: connection lost, roller shutter %%$s in %®3$s",

"M 01 _26": "9%8%s: connection restored, roller shutter %$s in %2%s",

"M 02 20": "98%s: notion detected, %$s in w@$s",

"M 03_20": "9%8$s: snoke detected, %$s in WR$s",

"M 03 _21": "98%s: no snoke detected, %$s in %@%s",

"M 03_22": "98%s: tenperature above the threshold value, %$s in
9R$s",

"M 03 23": "98%s: tenperature below the threshold value, %d$s in
mwR$s",

"M 03 24": "9%8%s: hardware failure, %%s in %®@$s",

"M 03 _25": "98%s: reset after hardware failure, %$s in %@2%s",

"M 03_26": "9%8$s: snoke chanber dirty, %%s in %®@$s",

"M 03_27": "98%s: snoke chanber clean, %$s in %®$s",

"M 03 _28": "98%s: |ow reserve battery charge, %%s in %®$s",

"M 03 29": "98%s: reserve battery charged, %$s in %®@$s",

"M O3 2A": "98%s: rapid tenperature rise detected, %%$s in Y@$s",

"MO03 2B": "9%8%s: rapid tenperature rise stopped, %$s in 9X@$s",

"M 03_2C': "98%s: faulty detector %4%s in 9%®$s. Pl ease, contact the
service center listed in the warranty card"

"M 03 2D': "9%3$s: the snoke chanber of %d$s in %®$s is K"

"M 04_20": "98%s: glass break detected, %%s in 9X®$s",

"M 04_22": "98$s: external contact open, %$s in %@$s",

"M 04 _23": "98%s: external contact closed, %$s in %w@$s",

"M 05 20": "9%8%s: water |eak detected, %$s in wR$s",

"M 05 21": "9%8%s: no water |eak detected, %$s in WR$s",

"M 06 _20": "9%3%s: notion detected, %$s in 9RBs",

"M 06 _22": "98%s: masking detected, check the %4$%s in %®@$s",

"M 06 _23": "98%s: nmmsking is not detected, %d%$s in w®R$s",

"M 07_10": "Updaiting your %$s firnmware",

"M 07_11": "The firmvare of your %3$s has updated successfully",

"M 07_20": "98%s: external power failure, %$s in %@23%s",

"M O7_21": "9%8%s: external power restored, %$s in 9w@$s",

"M 08 20": "9%8%s: notion detected, %$s in Y@Bs",

"M 08_21": "98%s: glass break detected, %$%s in 9X@$s",



"M 09 _20": "98%s: snoke detected, %%s in w®R$s",

"M 09 21": "9%8%s: no snoke detected, %$s in w@Ps",

"M 09 22": "98%s: tenperature above the threshold value, %d$s in
mwR$s",

"M 09 23": "9%8%s: tenperature below the threshold value, %%$s in
9R2$s",

"M 09 24": "98%s: hardware failure, %$s in %@2%s",

"M 09 25": "98%s: reset after hardware failure, %d%$s in %@2%s",

"M 09 _26": "98%s: snoke chanber dirty, %$s in %®$s",

"M 09 27": "98%s: snoke chanber clean, %$s in %®@$s",

"M 09 28": "98%s: reserve battery low, %$%s in w@$s",

"M 09 29": "98%s: reserve battery charged, %$%s in %®@$s",

"M 09 2A": "98%s: rapid tenperature rise detected, %$s in YR@$s",

"MO09 2B": "98%s: rapid tenperature rise stopped, %%$s in 9®R$s",

"M 09 2C': "98%s: faulty detector %4%s in %®$s. Pl ease, contact the
service center listed in the warranty card"”,

"M 09 2D': "98%s: the snoke chanmber of %4$s in %®$s is K",

"M 09 30": "9%8%s: Carbon nonoxide () detected, %$s in %@$s",

"M 09 31": "9%8%s: Carbon nmonoxide (CO level is OK %$s in %@$%s",

"M OA 20": "9%8%s: Disarned using %$s",

"M OA 21": "98%s: Arned using %$s",

"M OA 22": "98%s: N ght node activated using %d%s",

"M OA 23": "98%s: Panic button pressed on %$s",

"M OA 24": "98%s: unsuccessful armng attenpt using %d$s",

"M OA 25": "98%s: unsuccessful N ght node activation attenpt using

%$s",

"M OA 26": "9%8%s: the system has been arned with mal functions using
%L$s",

"M OA 27": "9%8%s: N ght node activated with mal functions using
%d$s",

"M OA 28": "98%s: Night node deactivated using %d$s",

"M OA 29": "98%s: 9%2%s has been disarnmed using %$s",

"M OA 2A": "98%s: 9$s has been arned using %4$s",

"M OA 2D': "98%s: 9%®%s has been arnmed with mal functions using %d$s",

"M OA 2E": "9%8%s: 9%®%$s unsuccessful armng attenpt using %$s",

"M OA 2F": "98%s: %@%s has been disarnmed using %d$s",

"M OA 30": "9%8%s: Attenpt to break the password on %$s",

"MOA 31": "9%3$s: Disarned using %d$s",

"M OA 32": "98%s: Night node deactivated using %d$s",

"M OB 02": "9%3$s: %$s battery charged”,

"M OB 03": "9%8%s: low battery level in %$s",

"M OB 20": "9%8%$s: Disarned using %$s",

"M OB 21": "9%8%s: Arned using %$s",

"M OB _22": "98%s: N ght node activated using %4$s",

"M OB 23": "9%8%s: Panic button pressed on %$s",

"M OB 24": "98%s: unsuccessful armng attenpt using %d$s",

"M OB _25": "98%s: unsuccessful N ght nmode activation attenpt using
%4.$s",

"M OB _26": "98%s: the system has been arnmed with mal functions using
%$s",



"MOB_27": "98%s: N ght node activated with nmal functions using
%$s",

"MOB 28": "%8%$s: Night node deactivated using %d%$s",

"M OB 29": "98%s: %®%s has been disarnmed using %$s",

"M OB 2A": "98%s: 9®$s has been arnmed using %$s",

"MOB 2D': "9%8%s: %2%$s has been arned with nmal functions using %d$s",

"M OB 2E": "9%8%$s: 9%2%$s unsuccessful arming attenpt using %d$s",

"M OC 20": "98%s: Panic button pressed on %$s",

"M OD 20": "98%s: notion detected, %$%s in 9X®$s",

"M OE 20": "9%8%$s: notion detected, %d%$s in %2%s",

"M OF_20": "9%8%s: open, %$s in %@2$s",

"MOF _21": "9%8%s: closed, %$%s in 9w®R$s",

"M OF_22": "98%s: external contact open, %$s in %@23$s",

"M OF_23": "98%s: external contact closed, %d%$s in %®$s",

"MOF 24": "98%s: alarmis detected, roller shutter %4$s in %@2%s",

"M OF_25": "98%$s: connection lost, roller shutter %d%$s in %@$s",

"M OF_26": "9%8%$s: connection restored, roller shutter %d$s in %2%s",

"M OF_30": "9%8%s: shock detected by %4$%s in %@$s",

"MOF 31": "9%8%s: tilt detected by %d$s in %2%s",

"M OF_32": "98%s: the acceleroneter of the %4%s in %2%s room doesn't
work properly. Please, contact the service center listed in the warranty
card",

"M OF_33": "98%s: the acceleroneter of the %4%s in ®$s is XK',

"M 11 20": "98%s: alarmis detected, %$s in 9R$s",

"M 11 _21": "9%8%s: recovered after alarm %$s in %2%s",

"M11 22": "98%s: alarmis detected, %$s in %2%s",

"M11 26": "98%s: %$s was noved in 9@$s",

"M 12 20": "98%s: %%s disabled in %2%s, overheated",

"M 12 21": "98%s: Tenperature is OK %$s in 92%s",

"M 12_22": "9%3$s: %$s enabled in %23%s",

"M12_23": "98%s: %$s disabled in %@%$s",

"M 12 28": "98%s: %$s disabled in 9%®%s, nmaxi num voltage threshold
reached",

"M 12 29": "98%s: %$s disabled in 9%®3$s, m nimum voltage threshold
reached",

"M 12 2A": "98%s: Voltage is OK, 9%$s in w®R$s",

"M12 2C': "98%s: Relay for %4%s in 9%®$s is not responding. Please
run a signal strength test.",

"M 13 20": "98%s: notion detected, %%s in W®R$s",

"M 13 22": "98%s: masking detected, check the %4%s in %@$s",

"M 13 _23": "98%s: masking is not detected, %%$s in 9®$s",

"M 13 _24": "98%s: external power failure, %$s in %®@$s",

"M 13 _25": "98%s: external power restored, %$s in 9w@$s",

"M 14 20": "98%s: %$%s was noved in w®R$s",

"M 14 21": "9%8%s: external power failure, %%s in ®R$s",

"M 14 22": "98%s: external power restored, %d%$s in 9w®@$s",

"M 1E 20": "98%s: %%$s disabled in 9%2%s, overheated",

"M 1E 21": "98%s: Tenperature is OK %$s in %2%s",

"M 1E 22": "98%s: %$s enabled in %2%s",

"M 1E 23": "98%s: %$s disabled in %@2%$s",



"M 1E 24": "98%s: %%s disabled in 9%®$%s, short circuit"”,

"M 1E 25": "98%s: %$%s disabled in %2%s, nmaxi mum current threshold
reached",

"M 1E 26": "9%8%s: %$s disabled in 9%2%s, user-defined nmaxi mum
current threshold reached",

"M 1E 27": "93$s: Power usage is OK, 9%%$s in %®$s",

"M 1E 28": "98%s: %$s disabled in %®%s, nmaxi num voltage threshold
reached",

"M 1E 29": "9%8$s: %$s disabled in %2%$s, mninimum voltage threshold
reached",

"M 1E 2A": "98%s: Voltage is OK, 9%$s in 9®$s",

"M 1E 2C': "98%s: Socket for %$s in %®$s is not responding. Pl ease
run a signal strength test.",

"M 1F _20": "9%8$s: %%$s disabled in %2%s, overheated",

"M 1F 21": "98%s: Tenperature is OK %$s in 92%s",

"M 1F_22": "98%s: %$s enabled in %2%s",

"M 1F_23": "98%s: %$s disabled in %@2%s",

"M 1F 24": "98%s: %%s in %%$s hasn't switched off. The relay
st opped functioning. Disconnect electrical appliances and repl ace the
Wal | Swi tch. "

"M 1F 25": "98%s: %%s disabled in %®%s, maxi num current threshold
reached",

"M 1F 26": "98%s: %$s disabled in %®$s, user-defined maxi num
current threshold reached",

"M 1F 27": "98%s: Power usage is OK %$s in %2%s",

"M 1F 28": "98%s: %$s disabled in 9%%$s, maxi mum voltage threshold
reached",

"M 1F_29": "98%s: %$s disabled in %%$s, m nimum voltage threshold
reached",

"M 1F 2A": "98$s: Voltage is OK %$s in 9®$s",

"M 1F 2C': "98%$s: WallSwitch for %4$s in %%s is not responding.
Pl ease run a signal strength test.",

"M 21 _00": "9%%s: external power failure",

"M 21 _01": "9%1%s: external power restored",

"M 21 _02": "9%$s: battery |ow',

"M 21 _03": "9%$s: battery charged",

"M21 04": "9%$s: |id open",

"M21_05": "%$s: lid closed",

"M21 06": "9%$s: GSM signal |evel poor",

"M 21 _07": "9%%s: GSM signal |evel K"

"M 21 08": "9%$s: radio-frequency interference |level is high"

"M 21 _09": "9%%$s: radi o-frequency interference level is OK',

"M 21 OA": "9%%$s: Hub is offline. Check nobile signal strength and
the Ethernet port",

"M21 0OB": "9%l$s: Hub is online again",

"M21_0C': "%$s: turned of f",

"M21 10": "9%$s: updating firmware...",

"M 21 11": "9%%s: firmware updated”,

"M 21 12": "9%$s: Mal function!",

"M 21 13": "9%$s: connection to the nonitoring station is |ost.



Check nobile signal strength and the Ethernet port on the Hub",

"M 22 00": "98%s: Disarnmed by %$s",

"M 22 _01": "98%$s: Arned by %$s",

"M 22 02": "98%s: N ght node activated by %$s",

"M22 03": "98%s: %$%s pressed the panic button",

"M 22 07": "9%8%$s: new user %$s has been added",

"M 22 08": "98%s: user %$s has been renoved",

"M 22 09": "9%2%s has all owed access to the hub settings to %$s
(%1$s) for 9%8$s hours",

"M 22 0A": "9%%s has all owed a pernmanent access to the hub settings
to %$s (%$s)",

"M 22 0B": "9%2%s has deni ed access to the hub settings to %$s
(9%3$s) ",

"M 22 0D': "PRO user has requested access to the hub settings",

"M 22 24": "98%s: unsuccessful arming attenpt by %$s",

"M 22 _25": "98%s: unsuccessful N ght node activation attenpt by
%$s",

"M 22 26": "9%8%s: the system has been arnmed wi th nal functions by
%L$s",

"M22 27": "98%s: N ght node activated with mal functions by %$s",

"M 22 28": "9%8%s: N ght node deactivated by %$s",

"M 22 29": "98$s: 9%2%s has been disarned by %$s",

"M22 2A": "98%s: 9®$s has been arnmed by % $s",

"M 22 2D"': "98%s: 9$s has been arnmed with nal functions by %d$s",

"M22 2E": "98%s: 9%®2%s unsuccessful arming attenpt by %$s",

"M22 2F": "98%s: 9®$s has been disarnmed by %d$s",

"M22 31": "98%s: Disarnmed by %$s",

"M 22 32": "98%s: N ght node deactivated by %$s",

"M 23 08": "98%s: new group %4$s has been added",

"M 23 09": "9%8%$s: group %$s has been renoved",

"M 24 08": "98%s: room %2$%s has been added",

"M24 09": "98%s: room %2$%s has been renoved",

"M 25 08": "98%s: new canera %$s has been added",

"M 25 09": "9%8%s: canera %$s has been renoved",

"M 26 _00": "9%8%s: lid open, %$s in %¥@$s",

"M 26 01": "9%8%s: lid closed, %%$s in %®@3$s",

"M 26 20": "9%8%s: alarmis detected, %$s in wW®@3$s",

"M26_21": "98%s: recovered after alarm %$s in %@23$s",

"M26_22": "98%s: alarmis detected, %d$s in 9R$s",

"M 26 23": "98%s: external contact is shorted out, %d$s in %@2%s",

"M 26 _24": "98%s: external contact is OK %$s in %@3$s",

"M ABS 00": "98%s: |lid open, %$s in 9®@$s",

"MABS 01": "9%8%s: lid closed, %%s in %2%s",

"M ABS 02": "9%8$s: battery charged, %$s in %@$s",

"M ABS 03": "9%8$s: low battery, %%$s in %®@$s",

"M ABS 04": "98$s: connection lost, %%$s in %@$s",

"M ABS 05": "9%8%$s: connection restored, %%s in %®$s",

"M ABS 06": "9%8$s: synchronization failure, %4%$s in %®$s",

"M ABS 07": "9%8%$s: synchronization OK %$s in 9®%s",

"M ABS 08": "98%s: %%$s has been added successful | y",



"M ABS 09": "9%8%s: %$s has been renpved",
"M _ABS 10": "Updaiting your %$s firnmnare",
"M ABS 11": "The firmmvare of your %$s has updated successfully",



APPENDIX B

Device Type

Device
number

01

02

03

04

05

06

07

08

09

0A

0B

0C

oD

OE

OF

11

12

13

14

15

1F

"M _ABS_12":
"M _ABS_13":

Device Type

Door Protect

Motion Protect

Fire Protect

Glass Protect

Leak Protect

Motion Protect Curtain

Range Extender

CombiProtect

Fire Protect Plus

Keypad

Space Control

Button

MotionCam

Motion Protect Plus

Door Protect Plus

Transmitter

Relay

Motion Protect Outdoor

Street Siren

Home Siren

Wall Switch

"U3$s:

Device States

State

0

%1%$s in %2%s has detected a numl function",
"04$s turned of f"

Description

PASSIVE

ACTIVE

DETECTION_AREA
_TEST

RADIO_CONNECTI
ON_TEST

WAIT_RADIO_CON
NECTION_TEST_S
TART

WAIT_RADIO_CON
NECTION_TEST_E
ND

WAIT_DETECTION
_AREA_TEST_STA
RT

WAIT_DETECTION
_AREA_TEST_END

WAIT_REGISTRATI
ON



1E Socket

22 User

23 Group

24 Room

25 Camera

ABS Common part for all

devices
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